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YCWJIEHUE NO3UNLIMN EBPOMNMENUCKOIO COI03A
B KOCMOCE: KOMIJIEKCHAYA KOHUEMNUUA
KOCMUYECKOW BE3ONACHOCTU /

A STRONGER EU IN COSMOS: EMBRACING

THE CONCEPT OF SPACE SECURITY

AHHOTanMa. Paboma nocesiuyeHa aHa1u3y co8peMeHHbIX NPo6aeM Co8epuieHCMB08AHUS KOCMUYECKOU 6e30nacHocmu Kak
8aJCHO20 3/1eMeHma kocmuyeckoll dessmeavHocmu Egponetickozo Corosa. HedagHo npedcmassenHas I'nobaavHas cmpa-
mezust EC no uHocmpanHbsiM desiam u noaumuke 6esonacHocmu (EU Global Strategy for Foreign and Security Policy) codep-
Jcum naaubl desimesbHOocmMU 8 pside KA04uegblx cep 045 Egponvl, 8kaouas kocmuveckoe npocmpanHcmeo. B uacmiocmu,
Esponelickull Coto3 83511 HA cebs1 06513amebcmeo 2apaHmupo8amsb 803MOICHOCMU pACWUPEHUSsl He3a8ucumozo docmyna
8 KOCMOC, 06echeuusams 6€30nACHOCMb C80UX AKMUBO8, PA3MEWEHHbIX 8 KOCMUYEeCKOM NPOCMpaHcmae, a makyice codelic-
meogamb npuHsIMusl 006p080.1bH020 Kodekca nosedeHust 8 Kocmoce. Esponelickull Coio3 065eKmMU8HO 3auHmMepecosaH 6
YyKpen/eHuu 6e30nacHocmu 8 KoCMoce, NOCKObKY C8513aHHble C HUM ycaAyau opMupyrom 3HayumeabHyio 4acme egponeli-
CKOU 3KOHOMUKU U codelicmaytom agekmugHoll pearuzayuu ee IHepeemu4eckoll NoAUMUKU, peweHulo npob.aem muepa-
YUuu U NOZPAHU4YHO20 KOHMPOJsl, A MAKYHce BHYMPEeHHe20 U MeJcAYHAPOOH020 AHMUKPU3UCHO20 ynpasenusi. [lpedmemom
uccsnedosanusi cmaaa paspabomka pekomeHdayutl k npoekmy Eeponelickoli kocmuueckoll cmpamezuu (European Space
Strategy) Ha ocHOGe OYyeHKU cyujecmayouux KOCMU4eckux npo2pamm u nepcnekmue ux modeprusayuu. Oco6oe sHUMaHue
ydesieHO MepaM onMuMuU3ayuU NOAUMUKU KOCMUYECKOLl 6e30nacHocmu, 8 mom yuc/e, nymem 6a1aHcupo8aHus cyay6o 3a-
WUMHBIX Mep C UHbLMU MepaMu obecneveHust ycmotiyugocmu Kocmuveckol desimeasHocmu. /15 peweHust nocmas/AeHHbIX
3aday npumeHsAAUCL 06Ujes02uyecKue Memodbl HAYYHO20 UCCAed08AHUS, KOMNAPAMUBHO20 (8 MOM YUC/Ae CPABHUMENbHO-
npasosozo u cpagHUMeNbHO-UCMopu4ecko20) aHaausa. Takce ucno16308aHuL Memoodbl 06well meopuu cucmeM, OYeHKU U
yhpas/eHust puckamu, npo2HO3Upo8aHUSL 6€30NacHOCMU Jcu3Hedesime1bHOCMU 06BeKMog KoCMU4YecKoll uHgpacmpykmypbl.
Iloka3aHo, 4mo nomMumMo noddepicKu U pazgumusi Cyujecmayowux npoepamm obecneyeHus 6e3onacHocmu Ha 3em/e, makux
Kak npozpammbl Copernicus (2106a16H0e a8mMoHOMHOe HenpepbigHoe HabatdeHue 3emau), npoepammsl Galileo (cnymHu-
Kogas cucmema Hasuzayuu) u davHeliwezo passumusi npoekma kocmuyeckotl cesizu (GOVSATCOM), Esponelickomy Corosy
yes1eco06pasHo npedycmompems 00NOJAHUMEAbHbLIE Cepbe3Hble UHBecmUyuu 8 chepe obecneveHust 6e30nacHocmu camozo
KOCMU4ecKko20 hpocmpaHcmea, 8 mom 4ucje, nymem 3auyjumsl 066eKkmo8 KocMu1eckoll uHgpacmpykmypul om yepo3 u3
Kocmoca. B uacmHocmu, peyb udem 06 ycKOpeHHOM pa3sumuu U pacwupeHuu 803MoxicHocmell cyuecmayroujetl cucmembl
KoCMUYeckozo caexceHus u Habardenus (Space Surveillance and Tracking - SST) u akmusu3ayuu dessmesbHOCMU HA MEHCOY-
HapoOdHbIX PopyMax 0151 NOOWPEHUS 0M8emcmeeHH020 N08edeHUsl 8 KOCMU1ECKOM NPOCMPAHCMEe, 4mo, 8 KOHEYHOM UMoze,
MoOcem cnocobcmeogams NPUHSAMUI0 A06P080.1bHO20 MeHIYHAPOOH020 kodekca nogedeHus. [IpodemoHcmpuposaHo, ymo,
nogbsluleHue KOMNAeKCHOCMU U MHO20acnekmHocmu kocmuveckoll noaumuku EC emecme ¢ Mepamu no pacuupeHuro 4ucad
Y4ACMHUKO8 KOCMUYecKoli desimeibHOCMU U CO30aHUI0 803MOXCHOCMeEll 0151 UX €021ac08aHHOL pabomul, 6ydym cnocobc-
meosams COXpaHeHul u yeaybaeHuro audepckux nosuyuii Eeponetickozo Corosa 8 kocmoce.

KnaroueBsle caoBa: [Toaumuka 6ezonacHocmu, Kocmuueckas 6ezonacHocms, Kocmuveckas cmpameaus, I'aauseo,
IIpasumesabcmeeHHass cnymHukosas ceszb, KonepHukyc, Kocmuyeckoe HabawdeHue, Kocmuueckoe caedxceHue,
MescdyHnapodhblii kodekc nogedernusi, Egponetickull coto3.

Abstract. The recently unveiled EU Global Strategy on Foreign and Security Policy presents bold and ambitious plans
in several increasingly important domains for Europe, including outer space. The EU has committed itself to securing an
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autonomous access to space, providing security for its space-based assets, and promoting the adoption of a voluntary code
of conduct in space. With the evolving dynamics in astropolitics, space security has become an ever more important aspect
of space activities. Clearly, the EU has a vested interest in space security, whereas space-enabled services form an important
part of European economy and contribute to the effective implementation of its energy policy, migration, border control as
well as domestic and international crisis management. Since the EU is currently in the process of drafting a European Space
Strategy, it should seize the opportunity to take stock of its existing space programs and lay out a promising way forward. The
research subject is the recommendations for the European Space Strategy projects based on the assessment of the existing
space programs and the prospects of their modernization. The author applies the general logical methods and comparative
analysis (comparative-legal and comparative-historical). The author also uses the methods of the general system theory,
risk assessment and management, and prognostication of safety of space infrastructure objects. Besides reinforcing the
existing Copernicus and Galileo programs and further developing the Governmental Satellite Communications (GOVSATCOM)
project, the EU should make a significant investment in space security, particularly through boosting its Space Surveillance
and Tracking (SST) capabilities and actively working on the international fora to promote a responsible behavior in outer
space that could be eventually transformed into a voluntary international code of conduct. Through a comprehensive space
policy and by reinforcing its autonomy in outer space, the EU will not only strengthen its foreign and security policy, but also
reconfirm its relevant role in global affairs.

Keywords: Space Surveillance, Copernicus, Governmental Satellite Communications, Galileo, Space Strategy, Space Security,
Security Policy, Space Tracking, International code of conduct, European Union.

1. Introduction

n the past couple of years, the EU had worked intensively on charting an up-to-date course for its foreign

and security policy, looking to reaffirm its international standing as a strong and reliable partner. The

EU Global Strategy for Foreign and Security (EUGS) presented at the European Council in June 2016 lays

out an ambitious plan for Europe driven by shared vision and common action [1]. Yet the referendum on
BREXIT, which took place a few days prior to the European Council, has raised doubts on the ability of the EU
to adopt a lasting European strategy. It has become increasingly obvious that the EU will have to generate a
substantial effort in order to stand a test of unity and solidarity.

Indeed, much has changed since the early years of the new millennium, when the EU could say with a
fair share of confidence that Europe had never been so prosperous, secure and free. The current security
environment can be characterized as increasingly unstable and unpredictable.

Emerging threats and challenges surround Europe in all directions, including through ongoing conflicts,
civil wars, attempts to redraw borders and the recent effort to topple a legitimate democratic government.

Europe is facing unprecedented waves of migration and appalling acts of terrorism. In addition, we are
witnessing growing trends of radicalization and violent extremism among European citizens, of whom many
do not align with the way the EU represents their needs and interests.

The referendum on BREXIT may be viewed as a wake-up call within the EU’s effort to reaffirm its in-
ternational standing and rediscover its identity, which makes it unique and strong in a globalized world. No
doubt, it is time for a deep and thorough self-reflection.

Whereas the EUGS may in the end not serve its original purpose -- producing a lasting European vision
for the next 6-8 years -- it does, however, offer a bold and ambitious way forward in several increasingly
important domains, including space.

In comparison to the European Security Strategy from 2003 (revised in 2009), which referred to space
only once, the EUGS can be viewed as much more progressive in this regard [2]. It not only highlights the
growing importance of space in promoting fair and open markets, but it portrays the EU as an autonomous
actor in space capable of providing security for its space-based services, including for communication, remote
sensing as well as defense and security-related purposes.

In line with this ambition, the EU wants to remain in the forefront within future international negotia-
tions on adopting voluntary principles for responsible behavior in outer space.
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2. Growing likelihood of security incident in space

Outer space has become an ever more contested domain with multiple stake holders pursuing their own
interests, including states, private entities, non-governmental organizations, and science and academia.

The global governance of space activities has been maintained mainly through UN treaties, which
create a universal legal framework, as well as through several non-binding guidelines and transparency
and confidence-building measures [3]. From the security standpoint, militarization of space has become an
international norm established during the early years of space era. In fact, space militarization can be used
interchangeably with the term “peaceful uses of outer space,” which does not preclude using space for certain
military and intelligence applications [4].

There are only few exceptions to this generally accepted standard, one of them being the ban to place
in orbit any objects carrying nuclear weapons or any other kinds of weapons of mass destruction [5]. This
arrangement, however, does not prohibit the placement of other weapons in outer space or an interference
with space-based assets and services.

To this date, no country has declared the placement of any kind of weapon in space; however, several
countries have successfully tested anti-satellite weapons (ASAT), which can temporarily interfere with or
permanently damage satellites and the services provided by orbital platforms [6]. Nevertheless, the most
critical challenge to space security continues to be the threat of uncontrolled space debris, which poses a
great risk to any space operations, including manned missions [7].

According to the European Commission, by 2020, there will be around a million of objects of 1cm in
length in orbit with the potential to damage or destroy a satellite [8]. Whether it will be a technologically-
sophisticated ASAT system, a cyber attack, space debris or a maneuverable “killer satellite,” outer space will
continue to represent a high-stake arena with growing likelihood of a security incident [9].

What is more, with the increasing probability of a conflict involving space, the paradigm of not placing
any weapons in orbit may be gradually drifting away [10], [11]. Recently, major space powers have introduced
initiatives that attest to the evolving dynamics in astropolitics.

The United States Air Force has unveiled a conceptual plan entitled “Space Mission Force” aimed at training
military satellite operators to defend U.S. satellites in space, including through countering and defeating the
associated threats [12]. In past two years, the UN General Assembly has voted on a resolution submitted by
Russia, China and Brazil that proclaims no first placement of weapons in outer space.

Due to differing views on space arms control, the USA has opposed the resolution, whereas the EU has
abstained in its vote [13].

The EU has been an active player in the domain of space for quite some time; however, the recent change
of dynamics in aiming for autonomy in space should be viewed in the context of refining its Common Foreign
and Security Policy (CFSP).

Recent developments have clearly showed that Europe cannot afford to close itself inward, but needs to
remain actively engaged in global affairs. The Lisbon Treaty made from the EU a single legal personality, which
has enabled it to be a more active and stronger player on international fora, including the UN, for instance.

Its diplomatic presence has been reinvigorated by the creation of a one-of-its kind multinational diplomatic
corps with representationin 139 countries worldwide. Similar trends can be observed in the area of security
and defense, for example through the establishment of EU Battle Groups as an instrument of autonomous
European military capabilities. The European Defense Agency (EDA), a part of CFSP institutional framework,
hasbeenin thelead of strengthening the EU’s autonomy in the area of security and defense, with some projects
also extending in the domain of space such as the Governmental Satellite Communications (GOVSATCOM).

Yet the EU does not have its own space agency. The majority of its space activities, including the two
flagship projects -- global satellite navigation system Galileo and Copernicus remote sensing satellites -- have
been realized and operated by the European Space Agency (ESA).
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ESA represents an independent intergovernmental agency, of which relations with the EU are governed
by the joint framework agreement dating back to 2004. In recent years, however, both sided have shown
interest to coordinate each other’s activities more closely and advance mutual cooperation to a new level.

The strategic value of space to the EU has been recognized in numerous areas that benefit European
citizens, including earth observation, location-based services, navigation, and also security and defense
aspects.

According to EU statistics, around 6% of the EU’s GDP are directly tied to space-based services [14].
Along with a great economic and job growth potential, space sector is of indispensable value to the EU in
several other areas such as energy policy, migration, border control and domestic and international crisis
management, which all together make the EU a stronger global actor. The Treaty of Lisbon granted the EU a
stronger role in both space and security matters.

Additionally, the 2011 EU Space Strategy has particularly recognized the security potential of spacecraft,
which are not only an important instruments within foreign and security policy, but also a critical asset that
needs to be protected [3]. In practical, terms, the EU has invested into several security-related space pro-
grams and established an appropriate institutional framework, which includes the EDA and the EU Satellite
Center (EU SATCEN), among others.

Whereas the EDA carries out several projects involving satellite communication and integration of
remotely piloted aircraft in non-segrated airspace, the EU SATCEN supports decision-making processes in
CFSP,and in particular the Common Security and Defense Policy (CSDP), through providing satellite imagery
and associated analytical products. With regard to formulating space policy, it is primarily managed by the
EU Commission (Directorate General for Internal Market, Industry, Entrepreneurship and SMEs) as well as
the Security Policy and Space Policy Division at the EEAS, which is headed by EU Special Envoy for Space
Francois Rivasseau.

Throughout the past decade, the EU has gradually increased its space-related activities, including the
continued development of autonomous global satellite navigation system and Earth observation program,
and also adopted its first comprehensive space strategy in 2011.

The most visible EU contribution to space security, however, may be the continual endeavor of the EEAS
to create a non-binding international agreement on code of conduct in space. In 2008, responding to a UN
call for transparency and confidence building measures in space, the EU has published its first draft of Code
of Conduct for Outer Space Activities.

Its main purpose was to create a global norm of responsible behavior in space as well as to pave the way
for enhanced international cooperation mechanisms.

After a series of intense multilateral negotiations and subsequent revisions, the document had been
broughtto the UN last year. Despite a rather large group of like-minded countries that supported the EEAS-led
endeavor, conflicting views both of procedural and substantive nature eventually prevented the document
from being adopted at the UN level.

The countries that opposed the code, mainly Russia, China and countries of the Non-Aligned Movement,
criticized the document for being drafted outside of the UN framework, which offered little room for inclusive
debates and influencing its content.

With regard to substance, some countries felt that reference to Article 51 of the UN Charter was unneces-
sary and could be interpreted as a pretense for possible placement of weapons in outer space. [10].

Although the EU-sponsored Conduct of Conduct did not turn into a global norm, the EU has identified
several importantlessonsin the process that can be incorporated in the future should the EU decide to restart
the process with a new initiative.

Indeed, through a growing variety of its space activities and a unique diplomatic network, the EU is
uniquely positioned to be in the forefront of global endeavors supporting responsible behavior in space.
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3. Refining EU ambition in space security

The EU currently maintains a growing fleet of spacecraft through its navigation and Earth observation
satellite programs. The Galileo global navigation system is expected to deliver initial services by the end
of 2016 and reach full operational capability with 30 satellites in orbit by 2020. Besides navigation, Galileo
will offer several other services, including Public Regulated Service, which will provide encrypted signal for
navigation and timing services for government, military and law enforcement units.

The Copernicus remote sensing program also offers several services to the EU and its citizens, including
monitoring of land, marine and climate changes and emergency and security services.

From 2016 onwards, however, services offered by Copernicus also include enhanced security tasks such
as border and maritime surveillance [3]. The EU will invest more than €12 billion to its space programs,
including research and development programs, in the time frame of 2014-2020. [15].

There is no doubt that the EU has a vested interest in space security, both in having access to security
services and capabilities enabled by satellites and also in making sure that the European space assets and
associated infrastructure are monitored and protected.

The presentation of the EUGS to the European Council in June of this year represents a culmination of
the European effort to chart a new course in its foreign and security policy. In order to be a respected and
credible actor in a globalized world, the EU needs to be strong and united in its external action, including in
relation to global commons.

Following up on the BREXIT referendum, the EU must delve itself into a deep self-reflection and look
for a plausible way forward how to ensure that the European integration project endures and thrives in an
increasingly contested environment.

Unquestionably, a strong Union needs to have an effective security and defense policy. Thatis why further
implementation of CSDP should be given appropriate political attention.

Apart from the EUGS, the EU has recently adopted several significant documents that touch upon the
issue of space security, which include the Joint Commission/EEAS communication on the EU’s response to
hybrid threats and the European Parliament resolution on space capabilities for security and defense of
Europe [16].

Furthermore, coinciding with the Slovak Presidency in the Council of the EU (SK PRES) in the second half
of 2016, the EU plans to unveil a new European Space Strategy and a European Defense Action Plan.

Around the same time, ESA plans to adopt its own space security policy [3]. The European Space Strategy
will work around three main pillars of EU space policy: integrating space into society and economy, foster-
ing competitive European space sector, and ensuring European autonomy in accessing and using space in a
safe and secure environment [17].

It is in the general interest of the EU member states that the strategy is closely aligned with space poli-
cies of ESA and that the mutual relationship advances to a new level; however, at this stage of preparations,
the modalities of further EU-ESA cooperation remain subject to further bilateral negotiations.

In the realm of security and defense, the strategy should provide a clear outline of EU priorities in utiliz-
ing space enabled capabilities and ensuring a robust and resilient space infrastructure.

Within the programs that have already been initiated, GOVSATCOM deserves a sound and stable place
in the strategy, since it is a crucial component for implementation of several EU policies, including air traffic
management and integration of remotely piloted aircraft into a joint civilian and military airspace.

A new plan should be laid out for existing Copernicus and Galileo programs, with an enhanced role in
security and defense, as demanded by the recent European Parliament resolution. One of such initiatives
might be the development of higher-resolution sensors for remote sensing satellites under the Copernicus
program [16].

Last, yet not the least, the EU should boost its programs to secure an autonomous access to space and
work towards the security and sustainability of space activities, including through further development of
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Space Situational Awareness (SSA) and also by leveraging unique role in multilateral diplomacy to take the
lead in establishing a universal regime for responsible behavior in outer space.

Whereas space debris remains the most pressing challenge for space security, the EU should continue to
invest in its own SSA programs with a particular emphasis on Space Surveillance and Tracking (SST).

Building on the SST framework created in 2014 and the associated consortium of participating countries
established in 2015, the EU should further strengthen this initiative and encourage more member states to
actively participate in the consortium.

The prospective benefit of SST data sharing with international partners will be of tremendous added
value to the EU, for instance during multilateral negotiations in the area of security and defense.

Since responsible behavior in outer space remains a long-term challenge for space security, the EU could
revive its effort to establish an international code of conduct in space.

Although the previous initiative did not come to fruition, when the EU takes into account lessons learned
from the process, it could restart the project with a more inclusive work plan and introduce the first draft at
the UN at the earliest opportunity. In any case, such an effort should be fully in line with the ongoing process at
the UN Committee for Peaceful Uses of Outer Space (COPUOS) to introduce voluntary long-term sustainability
guidelines for outer space activities [18].

4. Conclusion

The project of European integration is facing a test of unity and solidarity. With numerous challenges to
its internal and external security, the EU needs to strengthen itself internally and reaffirm its international
standing as a strong and reliable player capable of an autonomous action.

The recently unveiled EUGS has set an ambitious course for the EU in several policy areas, including
outer space. The EU has pledged to further reinforce the autonomy and security of its space-based assets and
promote the adoption of a voluntary code of conduct in outer space. Space security represents an ever more
pressing challenge, whereas space has become an increasingly congested and contested environment.

Additionally, the changing dynamics in astropolitics, demonstrated by the presentation of U.S. Space
Mission Force and the Russian-Chinese-Brazilian co-sponsored UN resolution on no first placement of weap-
ons in outer space, signal the growing likelihood of a security incident in outer space.

Clearly, the EU has a vested interest in space security, whereas space-enabled services form an impor-
tant part of European economy and contribute to effective implementation of its energy policy, migration,
border control as well as domestic and international crisis management. Whereas the EU is currently in the
process of drafting a European Space Strategy, it should take the opportunity to take stock of its existing
space programs and lay out a bold and ambition way forward.

Besides reinforcing the existing Copernicus and Galileo programs and further developing the GOVSATCOM
concept, the EU should make a significant investment in space security, particularly through boosting its SST
capabilities and actively working on the international fora to promote a responsible behavior in outer space
that could be eventually transformed in a voluntary international code of conduct. Through a comprehensive
space policy and by reinforcing its autonomy in outer space, the EU will not only strengthen its foreign and
security policy, but also reconfirm its relevant role in global affairs.
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